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The following activities are designed to help the School make basic information available on its website that the public and the Regulator would expect to have available under GDPR. There is a requirement to be open and transparent about Data Processing and publishing the following information will be effective evidence that the School is complying.
1. Policies
The following documents should be published on a page where your main school policies are already published. You are free to add in any branding which shows the documents are owned by the School (such as the School logo etc.):
	

	Data Protection Policy

	

	Statutory Requests for Information Policy

	

	Publication Scheme



2. Privacy Statement & Notices
This content should be published on a web page that is ‘one-click’ away from the School website Home Page. Most website templates have Home Page links to content such as ‘Privacy Policy’ or ‘About Cookies’. 
The following document is a statement covering the School’s commitment to privacy and what information the website captures about users (including Cookies), therefore you only need one link to this. We suggest the link is titled “Privacy Notices”
If your website template does not have an existing link for a ‘Privacy Notices’ or ‘Cookies’, then approach your web designer for one to be added. Failing that, you should have a menu item titled “Privacy” which links to this content
	

	Overarching Privacy Notice



On the page where the Privacy Notices are published, you should provide links to any of the following ‘Privacy Notices’ which are relevant to your school. 
Each relevant Privacy Notice should be checked first to ensure the content is accurate and the School is satisfied that it can meet the commitments it is making through the Notices.
You are free to add in any branding which shows the documents are owned by the School (such as the School logo etc).
Each Privacy Notice should have its own URL (web address) to which you can provide links from any forms where you collect personal data.
	

	Processing for Security purposes (including CCTV, ID Cards and Visitor Data)

	

	Processing under ‘Consent’ (e.g. Marketing)

	

	Processing under ‘Consent’ (use of Photo and Video, and additional school activities)

	

	Delivery of the Curriculum and Pastoral Care

	

	Processing of Employee Data

	

	Processing of Governor Data

	

	Processing of school volunteer data

	

	Processing of Online Payments

	

	Processing of Biometric Data 

	

	Publishing Pupil Coursework



As your school processes special category personal data it is required to have a Data protection Policy Statement to provide assurance on how it handles such information.  This should also be published alongside your privacy notices
	Data Protection Privacy Policy Statement
	







3. Rights

The following document can be published to help parents/ guardians understand their rights when making Data Protection related requests of the School.

Although it is not technically a Policy, it is closely related to the content of the Statutory Requests for Information Policy and may make sense to publish alongside this Policy

	

	GDPR Rights Guidance for Parents/ Guardians




Please be reminded that the information contained in this guidance is provided to you under a license for use (which includes publication). Please refer to the School’s License Certificate for further details
[image: ]
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Data Protection Policy



General rules in complying with Data Protection law



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







1. MUST: All employees must comply with the requirements of Data Protection Law and Article 8 of the Human Rights Act when processing the  personal data of living individuals

2. MUST: Where personal data is used we must make sure that the data subjects have access to a complete and current Privacy Notice.

3. MUST: We must formally assess the risk to privacy rights introduced by any new (or change to an existing) system or process which involves the use of personal data 

4. MUST: We must process only the minimum amount of personal data necessary to deliver services.

5. MUST: All employees who record opinions or intentions about service users must do so carefully and professionally

6. MUST: We must take reasonable steps to ensure the personal data we hold is accurate, up to date and not misleading.

7. MUST: We must rely on consent as a condition for processing personal data only if there is no relevant legal power or other condition 

8. MUST: Consent must be obtained if personal data is to be used for promoting or marketing goods and services.

9. MUST: Consent will expire at the end of each ‘Key Stage’ period unless it is reconfirmed.

10. MUST: We must ensure that the personal data we process is reviewed and destroyed when it is no longer necessary.

11. MUST: If we receive a request from a member of the public or colleagues asking to access their personal data, we must handle it as a Subject Access Request under the Data Protection Act 2018 or a request for the Education Record under the Education (Pupil Information) (England) Regulations 2005

12. MUST: If we receive a request from anyone asking to access the personal data of someone other than themselves, we must fully consider Data Protection law before disclosing it

13. MUST: When someone contacts us requesting we change the way we are processing their personal data, we must consider their rights under Data Protection law.

14. MUST NOT: You must not access personal data which you have no right to view

15. MUST: You must follow system user guidance or other formal processes which are in place to ensure that only those with a business need to access personal data are able to do so

16. MUST: You must share personal data with external bodies who request it only if there is a current agreement in place to do so or it is approved by the Data Protection Officer or SIRO.

17. MUST: Where the content of telephone calls, emails, internet activity and video images of employees and the public is recorded, monitored and disclosed this must be done in compliance with the law and the regulator’s Code of Practice.

18. MUST: All employees must be trained to an appropriate level, based on their roles and responsibilities, to be able to handle personal data securely.

19. MUST: When using ‘data matching’ techniques, this must only be done for specific purposes in line with formal codes of practice, informing service users of the details, their legal rights and getting their consent where appropriate.

20. MUST: We must maintain an up to date entry in the Public Register of Data Controllers 

21. MUST: Where personal data needs to be anonymised or pseudonymised, for example for research purposes, we must follow the relevant procedure

22. MUST NOT: You must not share any personal data held by us with an individual or organisation based in any country outside of the United Kingdom without seeking advice from the SIRO or Data Protection Officer

23. MUST: We must identify Special Categories of personal data and make sure it is handled with appropriate security and only accessible to authorised persons 

24. MUST: When sending Special Category data to an external person or organisation, it should be marked as “OFFICIAL-SENSITIVE” and where possible, sent by a secure method

 



		Why must I do it?







1. To comply with legislation

2. To comply with Data Protection legislation which requires us to make the data subject aware of how we will handle their personal data

3. To ensure that the rights of the Data Subject are protected in any proposed new activity or change to an existing one

4. The law states that we must only process the minimum amount of information needed to carry out our business purpose.  It is not acceptable to hold information on the basis that it might possibly be useful in the future without a view of how it will be used.   Changes in circumstances or failure to keep the information up to date may mean that information that was originally adequate becomes inadequate.  

5. To maintain professional standards and to assist in defending the validity of such comments if the data subject exercises their rights to ask us to amend or delete their personal data if they feel it to be inaccurate. 

6. To comply with a principle of Data Protection law

7. To comply with Data Protection law. Where processing does not rely on a legal condition other than consent

8. When using personal data for marketing and promoting services it is unlikely that any lawful condition other than consent would apply. 

9. Consent can only be valid for a reasonable period of time. 

10. To comply with a principle of Data Protection law.

11. To comply with the right to access personal data

12. To comply with a principle of Data Protection law.

13. To comply with the rights of the Data Subject under Data Protection law

14. Personal data must be protected by effective security controls to ensure that only those with approved business need to access the data can do so

15. Personal data must be protected by effective security controls to ensure that only those with approved business need to access the data can do so

16. To comply with the legal requirements to keep personal secure but also to ensure that where there are legal grounds to share information in a managed way that this is done correctly.

17. The law permits organisations to hold such data in order to measure the quality of services being provided, to record consent etc. In certain circumstances recordings may be accessed e.g. to investigate alleged criminal activity or breaches of Organisation policy etc.

18. To comply with a principle in Data Protection law and the Data Protection Officer governance requirements

19. To comply with the Data Subject’s rights

20. This is a regulatory requirement and allows the public to see what personal information we hold to support transparency

21. Where personal data is used for research purposes, the processing of the data can be legitimised by provisions within Data Protection law

22. To comply with the right of the Data Subject to have equivalent legal safeguards in place over their data in another country as they would here. Personal data transferred overseas (including hosted solutions) must be securely handled under the same or substantially similar provisions that exist under the Data Protection Act. 

23. To comply with Article 9 of GDPR 

24. To comply with Article 9 of GDPR and comply with a principle of Data Protection law requiring personal data is processed with appropriate security measures



		How must I do it?







1. By following the points in this policy

2. By approving and reviewing a compliant privacy notice in line with the Privacy Notice Procedure and making it available to the data subjects

3. By completing and approving a Privacy Impact Assessment, or Data Protection Impact Assessment where the processing is ‘high risk’ to the rights of the data subjects.

4. By ensuring that the means we use to gather personal data (such as forms etc.) only ask for the information that is required in order to deliver the service. 

5. By considering that anything committed to record about an individual may be accessible by that individual in the future or challenged over its accuracy.

6. For example, there should be at least an annual check of the currency of data held about service users and whenever contact is re-established with a service user, you should check that the information you hold about them is still correct.

7. By following the points in the Consent Procedure 

8. By following the points in the Consent Procedure

9. By following the points in the Consent Procedure. Parents/ Guardians of pupils in the last year of a key stage should expect a communication to ask them to refresh their consents. If they do not respond ahead of a deadline date then consent should be assumed to be no longer valid.

10. By following the points in the Records Management Policy. We must review personal data regularly and delete information which is no longer required; although we must take account of statutory and recommended minimum retention periods.  Subject to certain conditions, the law allows us to keep indefinitely personal data processed only for historical, statistical or research purposes.  The Retention Schedule will give guidance in these areas.

11. By following the points in the Statutory Requests for Information Policy. We must be aware that data subjects can ask others to make a request on their behalf. There must be evidence of consent provided by the Data Subject to support this.

12. By following the points in the Statutory Requests for Information Policy. Such requests would typically be managed under the Freedom of Information Act (if from a member of the public) or under Data Protection or Justice law if for a criminal investigation, however the decision whether or not to disclose someone’s personal data to a third party must satisfy the requirements of Data Protection law

13. By reviewing the impact of any requested change on any statutory duty being fulfilled by the Organisation.

14. By being aware through training and guidance from your manager on what information is appropriate for you to access to do your job. Systems and other data storage must be designed to protect access to personal data. You must inform your manager if you have access to data which you suspect you are not entitled to view.

15. By ensuring appropriate security controls are in place and rules to support those controls are followed. The following should be in place:

· technical methods, such as encryption, password protection of systems, restricting access to network folders;

· physical measures, such as locking cabinets, keeping equipment like laptops out of sight, ensuring buildings are physically secure; and

· organisational measures, such as:

· Providing appropriate induction and training so that staff know what is expected of them 

· Taking reasonable steps to ensure the reliability of staff that access personal data, for example, by the use of Disclosure and Barring Service (DBS) checks.

· Making sure that passwords are kept secure, forced to be changed after an agreed period and are never shared

16. Consult your manager, any procedure guidance or any library of sharing agreements managed by the Organisation. Consult the Data Protection Officer or SIRO in one-off cases of sharing.

17. By ensuring that employees and members of the public are fully aware of what personal data is being recorded about them and why, and it what circumstances that data may be used. Operation of overt surveillance equipment such as CCTV must always be done in line with relevant codes of practice captured in the Surveillance Management Procedure. Any covert surveillance must be done in line with the provisions in the Investigatory Powers Act (2016)

18. By completing compulsory training courses relevant to your role. Records will be kept of induction training and annual refresher training. Training content for each role will be determined by feedback on current training methods and the outcome of investigating security incidents. This will be reviewed frequently.

19. By ensuring an Impact Assessment has been approved for the activity

20. The entry should be reviewed annually and an update is to be made when any change to the purposes of processing personal data occur 

21. Follow the guidance in the Data Minimisation Procedure

22. Consult the Data Protection Officer over any proposed sharing outside of the UK. If you are a manager who is proposing a change to or implementing a new system which may involve the hosting of personal data in a nation outside the UK, this must be first assessed by a  Privacy Impact Assessment, which must be approved by your SIRO and Data Protection Officer

23. Special Categories of Personal Data are information revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and genetic data, biometric data for the purpose of uniquely identifying an individual, data concerning health or data concerning an individual’s sex life or sexual orientation. Where this data is held it should be stored securely and in a way that access is restricted only to those internal staff that have a valid need to access it. It should only be shared externally after verifying that the recipient is entitled to access this data and through secure means.

24. Hard-copy packages must be marked as such by writing on the exterior of the package. Emails should contain the wording in the ‘subject’ field before the email title. Refer to the Records of Processing Activity document and the register of Data Flows for clear instruction on how you are expected to handle sending the data securely according to the particular activity you are undertaking





		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting the school office.



		Document Control







Version: 		4

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 2018 (including the General Data Protection Regulation 2016

· Article 8, The Human Rights Act 1998

· Education (Pupil Information) (England) Regulations 2005

· Investigatory Powers Act 2016

		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Statutory Requests for Information



[bookmark: _GoBack]Requirements for managing requests for information to comply with the Freedom of Information Act 2000 (FOI), the Environmental Information Regulations (EIR), the General Data Protection Regulations 2016 and the Data Protection Act 2018.



Policy points are numbered. The numbering corresponds to explanations of ‘why?’ and ‘how?’ for each point further down the page.



		What must I do?







For all types of request for Information:



1. MUST: We must correctly identify the law which applies to the information being requested and manage the request in compliance with that law 

2. MUST: Information should be released unless there a strong legal justification for withholding it. 

3. MUST: Whenever we refuse to provide information, we must clearly and fully explain the reasons why

4. MUST: We must provide advice and assistance to people making a request. 

5. MUST: We must always try to reply as quickly as possible, but always within the legal deadline.

6. MUST: All employees must promptly provide all relevant information to a request co-ordinator if asked for it 

7. MUST: If we decide to charge for information, we must do so in accordance with a published policy. 

8. MUST: Where reasonable and practical, we must provide the information in the format requested by the applicant. 

9. MUST: When we respond to a request, we must tell the requestor about our internal review process. 

10. MUST: When responding to a complaint, we must advise the requestor that they may complain to the ICO if they remain unhappy with the outcome. 

11. MUST: We must maintain an up to date Publication Scheme available on our website to meet our obligations under FOI/EIR



		Why must I do it?







1. The requestor does not have to specify under what legislation they are making a request. It is our responsibility to correctly identify which legislation applies.

2. We serve the public. We should not hide information from them.  The Acts are intended to make us more accountable to the public, to make our processes more transparent, and to encourage the public to trust us.  Information should be released unless we can strongly justify withholding it (embarrassment is not a sufficient reason to withhold information). In some cases, we may have to release non-personal information because it is in the public interest although it might otherwise have been considered exempt. Also, it is a legal offence to deliberately withhold or destroy requested information where there is no legal reason to do so. 

3. We will not be obliged to provide all or part of the information requested if a legal justification applies.  If we believe a reason does apply then we must help the public to challenge our decisions effectively by giving our reasons and doing so clearly and fully in line with the requirements of the Acts. This is a legal requirement.

4. The Acts require us to assist requestors, especially where we may be considering refusing a request, in guiding the public on how to clarify or re-scope their request to achieve the best outcome. This is a legal requirement.

5. The laws provide statutory deadlines for responding to a request; FOI & EIR – 20 working days and DPA one month. There are limited reasons to extend the deadlines. The laws expect information to be well managed and accessible, therefore there is an assumption that requests should be routinely responded to well in advance of the deadline.

6. In order to comply with regulator and corporate targets for fulfilling requests, all employees have a role to play in making information relevant to the request available promptly so that a response can be drafted within the timescale.

7. The laws require us to make clear the basis for charging to ensure that charges are fair and un-obstructive. We must tell requestors whether a charge applies before we provide the information and we should tell them what that charge will be.

8. The acts duty on us to provide information in a format that the requester would find most convenient to their needs. We may refuse unreasonable demands and charge in certain cases, but in principle the requestor should be able to receive the information in the way they specify.

9. It is a requirement of the act to have an internal review process. Where a requestor expresses dissatisfaction with a response, this must be treated as a complaint. The act states that expressing dissatisfaction is enough to require us to treat it as such. The ICO requires us to complete the internal review process before it will accept an escalation of a complaint to their office.

10. This is a statutory requirement.

11. This is a statutory requirement.





		How must I do it?







1. Follow guidance and training to correctly identify whether the request should be handled under FOI, EIR or DPA/GDPR.

2. By following the points of this policy and accompanying guidance and training

3. Ensure the employee making decisions about what can be released and drafting the response has access to legal guidance in order to make the response full and compliant with the law.

4. Discuss the likely response with the requestor if their request is likely to be refused and explain options that would help them receive as useful a response as possible within the limits of the law. Although we should not ask requestors what they intend to do with the information they have requested, we can explain what we do hold and what is likely to be disclosable to them. 

5. We must record performance against the statutory deadlines to ensure we are aware of how well we are complying with the law and to help make changes to processes if necessary.

6. Make sure the information you manage is accessible and well structured so that you can retrieve it quickly when requested.

7. It is not lawful to charge for information without a published policy explaining the basis for arriving at a fee. In the absence of a published policy, charges are not made.

8. There must be strong prohibitive reasons not to provide information in a format that is within our ability to provide. Conversion to a new format is however different to having to significantly edit and rearrange information to make it legible in the format requested. Under the latter circumstances, a refusal may be valid but advice should be sought if unsure.

9. We choose to manage complaints (known as Internal Reviews) within 20 working days. Where a simple error has been made in the response it may be that the issue can be resolved informally. If not, then a full review of how the request was handled is required. This must be undertaken by an employee who was not involved in drafting or approving the original request, although the employee drafting the response may discuss how the original request was handled with those involved.  

10. Ensure that the contact details for the ICO are provided to the requestor on any response documentation and explain when it is appropriate to escalate a complaint the ICO in order to make requestors aware of their rights

11. To enable requestors to understand the types of information the organisation holds, what format it can be disclosed in, and whether charges apply.



		What if I need to do something against the policy?







If you believe you have a valid business reason for an exception to these policy points, having read and understood the reasons why they are in place, please raise a formal request by contacting the school office.



		Document Control







Version: 		2

Date approved: 	[Date]

Approved by:		[Name of authorising officer or board]

Next review: 		[Approval date + review period]



		References







· Data Protection Act 2018

· Freedom of Information Act 2000

· Environmental Information Regulation 2005

· Education (Pupil Information) (England) Regulations 2005



		Breach Statement







Breaches of Information Policies will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.
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Publication Scheme

1. What is a Publication Scheme?



The Freedom of Information Act (2000) (FOI) requires all Public Authorities (including schools) to produce a register of the types of information it will routinely make available to the public. This publication scheme follows a template approved by the Information Commissioner. 

The scheme commits our school to:

· Proactively/ routinely publish information which is held by us falling within the “Classes” below (see section 2) in line with this scheme.

· Specify the information 

· Explain how it will be made available

· Review and update information on a regular basis

· Explain any fees to be charged for the information

· Make this scheme publicly available

· Publish information held by the school that has been requested (unless not appropriate to do so) 

· Publish information in a digital form that is capable of being re-used (under FOI Section 19 and the Re-use of Public Sector Information Regulations (2015))

· Make clear if any information is a relevant copyright work (under FOI Section 19(8)) and the school is the only owner 

2. Classes of information



There are 7 classes of information we hold (see section 6 for details):

A. Who we are and what we do.

B. What we spend and how we spend it.

C. What our priorities are and how we are doing.

D. How we make decisions.

E. Our policies and procedures.

F. Lists and registers.

G. The services we offer.

The classes of information will not generally include:

· Information the disclosure of which is prevented by law, or exempt under the Freedom of Information Act, or is otherwise properly considered to be protected from disclosure.

· Information in draft form.

· Information that is no longer readily available as it is contained in files that have been placed in archive storage, or is difficult to access for similar reasons.

3. Making Information Available:



Information will be provided on a website. Where it is impracticable to make information available on a website or when an individual does not wish to access the information by the website, the school will indicate how information can be obtained by other means and provide it by those means (see Section 6).

In exceptional circumstances some information may be available only by viewing in person. Where this manner is specified, contact details will be provided. An appointment to view the information will be arranged within a reasonable timescale.

Information will be provided in the language in which it is held or in such other language that is legally required. Where an authority is legally required to translate any information, it will do so.

Obligations under disability and discrimination legislation and any other legislation to provide information in other forms and formats will be adhered to when providing information in accordance with this scheme.

4. Charging



Charges which may be made for information published under this scheme



The purpose of this scheme is to make the greatest amount of information readily available at minimum inconvenience and cost to the public. Charges made by the school for routinely published material will be justified and transparent and kept to a minimum.

Material which is published and accessed on a website will be provided free of charge.

Charges may be made for information subject to a charging regime specified by law.

Charges may be made to cover our costs such as:

· photocopying

· postage and packaging

· the costs directly incurred as a result of viewing information

Charges may also be made for information provided under this scheme where they are legally authorised, they are in all circumstances (including the general principles of the right of access to information held) justified and are in accordance with a published schedule or schedules of fees which is readily available to you.

Charges may also be made for making datasets (or parts of datasets) that are relevant copyright works available for re-use. These charges will be in accordance with the terms of the Re-use of Public Sector Information Regulations (2015), where they apply, or with regulations made under FOI Section 11B, or with other statutory powers of the school.

If a charge is to be made, confirmation of the payment due will be given before the information is provided. Payment may be requested prior to provision of the information.

5. Written requests



Information held by the school that is not published under this scheme can be requested in writing, when its provision will be considered in accordance with the provisions of the Freedom of Information Act.




6. The Scheme 

		Class 1 - Who we are and what we do

For example: Organisational information, staffing structures, locations and contacts. This will be current information only.

		· Hard Copy

· Website

· Both

		



		Information to be published

		How to get a copy

		Cost



		Who’s who in the school

		Contact the school office

		N/A



		Who’s who on the governing body and the basis of their appointment

		Contact the school office

		N/A



		Instrument of Government

		Contact the school office

		N/A



		Contact details for the Head teacher and for the governing body (named contacts where possible with telephone number and email address (if used))

		Contact the school office

		N/A



		School prospectus

		Contact the school office

		N/A



		Annual Report

		Contact the school office

		N/A



		Staffing structure

		Contact the school office

		N/A



		School session times and term dates

		Contact the school office

		N/A







		Class 2 – What we spend and how we spend it

For example: Financial information relating to projected and actual income and expenditure, procurement, contracts and financial audit. Current and previous financial year as a minimum

		· Hard Copy

· Website

· Both

		



		Information to be published

		How to get a copy

		Cost



		Annual budget plan and financial statements

		Contact the school office

		N/A



		Capitalised funding

		Contact the school office

		N/A



		Additional funding

		Contact the school office

		N/A



		Procurement and projects

		Contact the school office

		N/A



		Pay policy

		Contact the school office

		N/A



		Staffing and grading structure

		Contact the school office

		N/A



		Governors’ allowances

		Contact the school office

		N/A







		Class 3 – What our priorities are and how we are doing

For example: Strategies and plans, performance indicators, audits, inspections and reviews). Current information as a minimum

		· Hard Copy

· Website

· Both

		



		Information to be published

		How to get a copy

		Cost



		School profile:

· Government supplied performance data

· The latest Ofsted report:
 - Summary
 - Full report

		Contact the school office

		N/A



		Performance management policy and procedures adopted by the governing body.

		Contact the school office

		N/A



		Schools future plans

		Contact the school office

		N/A



		Every Child Matters – policies and procedures

		Contact the school office

		N/A







		Class 4 – How we make decisions

For example: Decision making processes and records of decisions. Current and previous three years as a minimum

		· Hard Copy

· Website

· Both

		



		Information to be published

		How to get a copy

		Cost



		Admissions policy/decisions (not individual admission decisions)

		Contact the school office

		N/A



		Agendas of meetings of the governing body and (if held) its sub-committees

		Contact the school office

		N/A



		Minutes of meetings (as above) – this will exclude information that is properly regarded as private to the meetings.

		Contact the school office

		N/A







		Class 5 – Our policies and procedures

For example: Current written protocols, policies and procedures for delivering our services and responsibilities. Current information only

		· Hard Copy

· Website

· Both

		



		Information to be published

		How to get a copy

		Cost



		School policies including:

· Charging and remissions policy

· Health and Safety

· Complaints procedure

· Staff conduct policy

· Discipline and grievance policies

· Staffing structure implementation plan

· Information request handling policy

· Equality and diversity (including equal opportunities) policies

· Staff recruitment policies

		Contact the school office

		N/A



		Pupil and curriculum policies, including:

· Home-school agreement

· Curriculum

· Sex education

· Special educational needs

· Accessibility

· Race equality

· Collective worship

· Careers education 

· Pupil discipline

		Contact the school office

		N/A



		Records management and personal data policies, including:

· Information security policies

· Records retention destruction and archive policies

· Data protection (including information sharing policies)

		Contact the school office

		N/A



		Charging regimes and policies:

This should include details of any statutory charging regimes. Charging policies should include charges made for information routinely published. They should clearly state what costs are to be recovered, the basis on which they are made and how they are calculated.

		Contact the school office

		N/A







		Class 6 – Lists and Registers

For example: Currently maintained lists and registers only

		· Hard Copy

· Website

· Both

· Some information may only be available by inspection

		



		Information to be published

		How to get a copy

		Cost



		Curriculum circulars and statutory instruments

		Contact the school office

		N/A



		Disclosure logs 

		Contact the school office

		N/A



		Asset register

		Contact the school office

		N/A



		Any information the school is currently legally required to hold in publicly available registers

(This does not include the attendance register)

		Contact the school office

		N/A







		Class 7 – The services we offer

For example: Information about the services we offer, including leaflets, guidance and newsletters produced for the public and businesses. Current information only



		· Hard Copy

· Website

· Both

· Some information may only be available by inspection

		



		Information to be published

		How to get a copy

		Cost



		Extra-curricular activities

		Contact the school office

		N/A



		Out of school clubs

		Contact the school office

		N/A



		School publications

		Contact the school office

		N/A



		Services for which the school is entitled to recover a fee, together with those fees

		Contact the school office

		N/A



		Leaflets books and newsletters

		Contact the school office

		N/A







		Additional Information

For example: Anything identified in addition to the above

		

		



		

		

		





7. Schedule of Charges

This describes how the charges have been arrived at and should be published as part of the guide.

		TYPE OF CHARGE

		DESCRIPTION

		BASIS OF CHARGE



		“Disbursement” cost

		Photocopying/printing @ ..p per sheet (black & white)

		Actual cost * 



		

		Photocopying/printing @ ..p per sheet (colour)

		Actual cost *



		

		Postage

		Actual cost of Royal Mail standard 2nd class *



		Other

		

		







* The actual cost incurred by the school
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Privacy notice

Page Content

We respect you and your child’s privacy and are committed complying with privacy legislation.  The information below is what is referred to as a ‘Privacy Notice’ which explains how we use and protect your personal information. 

We have a Data Protection Officer whose role it is to ensure that any personal information processed by the school is processed fairly and lawfully. If you have any concerns or questions regarding how we look after your personal information, please contact the Data Protection Officer, Lauri Almond, at IGS@essex.gov.uk  or by calling 0333 032 2970.

1. What is Personal Information?

Personal information is often records that can identify and relate to a living person. This can also include information that when put together with other information can then identify a person. for example online identifiers or location data.

2. What are Special Categories of Information?

This is personal information that needs more protection due to its sensitivity.  This information is likely to include:

· sexuality and sexual health

· religious or philosophical beliefs

· ethnicity

· physical or mental health

· trade union membership

· political opinion

· genetic/biometric information



3. How we limit the use of personal information

We use personal information to deliver education effectively; but wherever possible, the information that we process will be anonymised, pseudonymised or de-personalised.  This means the information can no longer identify a person.  


When using personal information for research purposes, the information will be anonymised/ pseudonymised to avoid the identification of a person, unless you have agreed that your personal information can be used for the research project.

 

We do not sell personal information to any other school for the purposes of selling products. 

4. Why we use personal information

We use personal information to help us run the school effectively, deliver a quality education, and safeguard pupils and staff.  Please see our service specific notices which explains how we use personal information for each of our activities.

5. Your privacy rights 

The law provides you with a number of rights to control the processing of your personal information:

Accessing the information we hold about you

You have the right to ask for all the information we have about you. When we receive a request from you in writing, we must normally give you access to everything we have recorded about you. However, we will not let you see any parts of your record which contain:

· Confidential information about other people; or

· Information a professional thinks will cause serious harm to your or someone else’s physical or mental wellbeing; or

· If we think that the prevention or detection of crime may be adversely affected by disclosing information to you.

This applies to paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies).  If you cannot ask for your records in writing, we will make sure there are other ways you can apply.  If you have any queries regarding access to your information please contact admin@st-johnsgreen.essex.sch.uk or 01206 762884.

Changing information you believe to be inaccurate

You should let us know if you disagree with something written on your file. We may not always be able to change or remove the information; however, we will correct factual inaccuracies and may include your comments in the records.  Please use the contact details above to report inaccurate information.

 

Asking for your information to be deleted (right to be forgotten)



In some circumstances you can request the erasure of the personal information used by us, for example:

· Where the personal information is no longer needed for the purpose for which it was collected

· Where you have withdrawn your consent to the use of your information and there is no other legal basis for the processing

· Where there is no legal basis for the use of your information

· Where erasure is a legal obligation



Where personal information has been shared with others, we shall make every reasonable effort to ensure those using your personal information comply with your request for erasure.



Please note that the right to erasure does not extend to using your personal information where:

· Is required by law

· It is used for exercising the right of freedom of expression 

· It is in the public interest in the area of public health

· It is for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes where it would seriously affect the achievement of the objectives of the processing

· It is necessary for the establishment, defense or exercise of legal claims.



Restricting what your information is used for



You have the right to ask us to restrict what we use your personal information for where one of the following applies:

· You have identified inaccurate information, and have notified us of this

· Where using your information is unlawful, and you wish us to restrict rather than erase the information

· Where you have objected to us using the information, and the legal reason for us using your information has not yet been provided to you



When information is restricted it cannot be used other than to securely store the information, and with your consent, to handle legal claims, protect others, or where it is for important public interests of the UK.  Where restriction of use has been granted, we will inform you before the use of your personal information is resumed.



You have the right to request that we stop using your personal information in some circumstances, for example where we are relying on your consent.  However we are required by law to use personal information to deliver education services so for those purposes we could not grant your request. 



Computer based decisions about you and if you are ‘profiled’



You have the right to object about decisions being made about you by automated means (by a computer and not a human being), unless it is required for any contract you have entered into, required by law, or you have consented to it. You also have the right to object if you are being ‘profiled’. Profiling is where decisions are made about you based on certain things in your personal information. 



If you have concerns regarding automated decision making, or profiling, please contact the school who will advise you about how your information is being used.  



6. Who will we share your personal information with?  

As explained in our service specific notices we use a range of companies and partners to either store personal information or to manage it for us. Where we have these arrangements there is always a contract, memorandum of understanding or information sharing protocol in place to ensure that the school complies with information protection law. We complete privacy impact assessments before we share personal information to ensure their compliance with the law.

Sometimes we have a legal duty to provide information about people to other schools, e.g. Child Protection concerns or statutory returns to the Department for Education, for example the school census. 

We may also share your personal information when we feel there is a good reason that is more important than protecting your confidentiality. This does not happen often, but we may share your information:

· To find and stop crime or fraud; or 

· if there are serious risks to the public, our staff or to other professionals; or

· to protect a child.

The law does not allow us to share your information without your permission, unless there is proof that someone is at risk or it is required by law.  This risk must be serious before we can go against your right to confidentiality.  When we are worried about physical safety or we feel that we need to take action to protect someone from being harmed in other ways, we will discuss this with you and, if possible, get your permission to tell others about your situation.   We may still share your information if we believe the risk to others is serious enough to do so.  

 

There may also be rare occasions when the risk to others is so great that we need to share information straight away. If this is the case, we will make sure that we record what information we share and our reasons for doing so. We will let you know what we have done and why as soon as or if we think it is safe to do so.



We are required by law to share certain information with the Department for Education; for more details on how they use personal information please click here



We are also required to share some information with Essex County Council; for more details on how they use personal information please click here 



If you live or attend school in Southend Borough Council area you will find their privacy notice here



If you live or attend school in the Thurrock Council area you will find their privacy notice here



7. How do we protect your information? 

We will do what we can to make sure we hold personal records (on paper and electronically) in a secure way, and we will only make them available to those who have a right to see them.  Our security measures include:

· Encryption allows information to be hidden so that it cannot be read without special knowledge (such as a password). This is done with a secret code or cypher. The hidden information is said to be encrypted.

· Controlling access to systems, networks and buildings allows us to stop people who are not allowed to view your personal information from getting access to it. 

· Training for our staff allows us to make them aware of how to handle information and how and when to report when something goes wrong.

· Ways for us to access your information should something go wrong and our systems not work, including how we manage your information in event of an emergency or disaster.

· Regular testing of our technology and processes including keeping up to date on the latest security updates (commonly called patches). 

If your information leaves the country



Sometimes, for example where we receive a request to transfer school records to a new school, it is necessary to send that information outside of the UK.  In such circumstances additional protection will be applied to that information during its transfer, and where the receiving country does not have an adequacy decision, advice will be sought from the Information Commissioners Office prior to the information being sent.

8. How long do we keep your personal information? 

Our retention schedule lists how long your information may be kept for different purposes.  Please click here  

 

9. Where can I get advice? 

 

You can contact our Data Protection Officer at IGS@essex.gov.uk or by calling 0333 032 2970.



For independent advice about information protection, privacy and information sharing issues, you can contact the Information Commissioner’s Office (ICO) at:



Information Commissioner's Office

Wycliffe House 

Water Lane 

Wilmslow

Cheshire SK9 5AF



Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number



Alternatively, visit ico.org.uk or email casework@ico.org.uk. 





10. Cookies & how you use this website 

 

To make this website easier to use, we sometimes place small text files on your device (for example your iPad or laptop). These are known as ‘cookies’. Most big websites do this too.

 They improve things by:

· remembering the things you’ve chosen, so you don’t have to keep re-entering them whenever you visit a new page

· remembering information you’ve given (for example, your address) so you don’t need to keep entering it

· measuring how you use the website so we can make sure it meets your needs.

By using our website, you agree that we can place these types of cookies on your device. 



We do not use cookies on this website that collect information about what other websites you visit (often referred to as privacy intrusive cookies).

 

Our cookies aren’t used to identify you personally. They’re just here to make the site work better for you. Indeed, you can manage and/or delete these files as you wish.



To learn more about cookies and how to manage them, visit AboutCookies.org or watch a video about cookies.

Other people’s cookies

We sometimes use videos from YouTube and feeds from other websites such as Facebook and Twitter. These websites place cookies on your device when watching or viewing these pages.

 

Below are links to their cookie policies:

· Google and YouTube

· Facebook

· Twitter

Turning off cookies

You can stop cookies being downloaded on to your computer or other device by selecting the appropriate settings on your browser. If you do this, however, you may not be able to use the full functionality of this website.

There is more information about how to delete or stop using cookies on AboutCookies.org. If you wish, you can also opt out of being tracked by Google Analytics.

 

Further guidance on the use of personal information can be found at ico.org.uk 
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Managing Security



To ensure the school premises are a safe environment for children, school employees, visitors and parents/ guardians, for example by the use of CCTV, Security ID Cards, Visitor registration, Employee and Governor photographic displays.  The types of personal information we need for this purpose include:

· Personal Images (CCTV, Photographs)

· Name, vehicle registration (Visitor registration)



The purpose of this use of data is for public safety and the prevention of crime, and our legal basis for using the information in this way is a task in the public interest.



The school is the data controller.  The CCTV hardware and support is provided under contract.  Our visitor registration system is supported by our provider under contract. 	Comment by lauri.almond: If you do not have providers as you own the systems and there is no on-going support, please remove this paragraph.



We may share this information with the Police or other certified investigators.



We retain CCTV footage for 30 days before it is overwritten.  The information may be retained for a longer period if imagery is required for evidential purposes.



Our visitor records will be held for seven years.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your provider’s systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Marketing activities



We sometimes use personal information for marketing purposes, for example school prospectuses, newsletters (which include advertisements for events and products external to the school) and marketing emails to let you know what is available within the school and the wider community.  Direct marketing only applies when communications are targeted to named individuals.



The personal information likely to be used for these activities is:

· Names

· Contact Details

· School Year/Class

· Digital Images



Where the activity is not directly linked to the schools provision of education we will be relying on your consent.  We will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  



Every effort will be made to delete the information when consent is withdrawn, but please note that where consent has been provided for publication, the school may not be able to locate and delete the information on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of personal information, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital information for archiving purposes.



The school is the Data Controller for this information.  The information might be shared with:

· Social Media applications 

· Communications providers (for example ParentMail)

· School website providers

· Prospective parents (in the case of the prospectus)



No personal information is routinely available outside of the UK.  However, where information is used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.



The personal information will be retained for the duration of its purpose plus one year, unless it is retained in perpetuity for archiving purposes.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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School photos and additional activities



We are required by law to retain a photo of each pupil as part of our educational record.  We sometimes wish to use digital images, e.g. photos, videos, audio recordings to enhance education provision, inclusion and recreation.  When this is the case we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  Where consent has been provided for the use of images, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital images for archiving purposes.



As we will be relying on consent when displaying or publishing digital images, that consent can be withdrawn at any time simply by contacting the school.  Every effort will be made to delete the images, but please note that where consent has been provided for the publication of the images, the school may not be able to locate and delete the image on request, although reasonable steps will be taken to do so.



The school is the Data Controller for this information.  This information may be shared in order to celebrate successes or promote our education services.  Please note we only share information required for that particular purpose and then only the minimum required.  We may share digital images with your consent with:



· The school website provider

· Local media

· School photographer

· Essex Records Office

· Social Media platforms

No digital images are routinely available outside of the UK.  However, where digital images are used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.









Additional school activities



We may offer extra-curricular activities, for example recreational school trips, sporting events and pupil support services (e.g. Speech and Language Therapy).  The types of personal information we may use include:

· Names

· Emergency contacts

· Health information

· Date of birth

· Passport information



In these circumstances we rely on your consent.  We will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  Permission for pupils to go on trips will be sought from the parent/carer.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  



Personal information used for such purposes will be kept for the duration of the planning and execution of the event, and for as long post event is reasonable to handle any resulting queries or complaints.



No personal information is routinely available outside of the UK.  However, in the case of overseas trips information will be used in other countries.  Where this is the case this will be with your consent and with appropriate safeguards in place.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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LEGITIMATE INTERESTS ASSESSMENT














			
Part 1: Purpose test











You need to assess whether there is a legitimate interest behind the processing.





			· Why do you want to process the data?


· What benefit do you expect to get from the processing?


· Do any third parties benefit from the processing?


· Are there any wider public benefits to the processing?


· How important are the benefits that you have identified?


· What would the impact be if you couldn’t go ahead with the processing?


· Are you complying with any specific data protection rules that apply to your processing (eg profiling requirements or e-privacy legislation)?


· Are you complying with other relevant laws?


· Are you complying with industry guidelines or codes of practice?


· Are there any other ethical issues with the processing?





			


With consent we may take and retain digital images of pupils.  These images may be used for the purposes of:





· Celebrating successes


· Recording events/activities


· Promote the school


· Enhancing education





Such images can enhance education provision and support inclusion and recreation.  Typical 3rd parties who may have access to such images include:





· The school website provider


· Local and national media organisations


· School photographer


· Essex Records Offices (for images of historical importance)


· Social Media Platforms





It is important for pupils to celebrate their successes, enhance their access to education and create memories.  It is important for the school to use such images to celebrate pupil success, promote the school and record instances of historical importance.





Not undertaking these activities would likely result in:





· Reduced capability to recognise and celebrate pupil/school success with the wider Community


· Reduced creation and retention of records of historical interest


· Reduced ability to promote the school and what it can offer





While the pupil remains at the school consent can be withdrawn at any time by notifying the school.  Whilst every effort is made to remove images, this is not always possible if the images have been uploaded to a website and subsequently downloaded, shared on social media or used in a publication which has been distributed.  This is made clear in the consent form and in our privacy notices assuring our compliance with data protection legislation.





It is only in the circumstance where a pupil has left the school, and images are still in circulation that we may rely on our legitimate interest in the use of the images.  This is made clear in our privacy notices.  For example, if a pupil in their last year of attendance at a school has their image used on a school prospectus, the prospectus is likely to remain in publication for a number of years before being refreshed.





No images are routinely stored outside of the UK, however in the case of images uploaded to the web or social media, we are not able to restrict access to those images to the UK only.








			

Part 2: Necessity test











You need to assess whether the processing is necessary for the purpose you have identified.





			· Will this processing actually help you achieve your purpose?


· Is the processing proportionate to that purpose?


· Can you achieve the same purpose without the processing?


· Can you achieve the same purpose by processing less data, or by processing the data in another more obvious or less intrusive way?





			


[bookmark: _GoBack]This process is consensual whilst the pupil is in attendance at the school.  Legitimate Interests is only relied on in cases where an image is still in use and the pupil is no longer at the school, where it cannot be guaranteed that consent can be easily withdrawn.  





Without the images we would be unable to promote pupil success, the school, or record events of potential historical interest.





It is not always possible to achieve the aim without images, however where it is possible that alternative method would be used.








			





			
Part 3: Balancing test











You need to consider the impact on individuals’ interests and rights and freedoms and assess whether this overrides your legitimate interests.





First, use the DPIA screening checklist. If you hit any of the triggers on that checklist you need to conduct a DPIA instead to assess risks in more detail.





			Nature of the personal data





			· Is it special category data or criminal offence data?


· Is it data which people are likely to consider particularly ‘private’?


· Are you processing children’s data or data relating to other vulnerable people?


· Is the data about people in their personal or professional capacity?





			


The data does fall within the special categories of personal data as defined by data protection law.  The data is not considered to be private.





We are processing child data, however the data is only used with parental consent (and consent from the pupil where they are 12 years of age or older).








			Reasonable expectations





			· Do you have an existing relationship with the individual? 


· What’s the nature of the relationship and how have you used data in the past?


· Did you collect the data directly from the individual? What did you tell them at the time?


· If you obtained the data from a third party, what did they tell the individuals about reuse by third parties for other purposes and does this cover you?


· How long ago did you collect the data? Are there any changes in technology or context since then that would affect expectations?


· Is your intended purpose and method widely understood?


· Are you intending to do anything new or innovative?


· Do you have any evidence about expectations – eg from market research, focus groups or other forms of consultation?


· Are there any other factors in the particular circumstances that mean they would or would not expect the processing?





			


There is a clear existing relationship between the school, pupils and their parent/carers. The use of images is based on consent, and Legitimate Interests is only relied on where we no longer have contact with the pupil/parent/carer.  There is a consent form which explains why we are collecting the data, and our privacy notices explain its use and the rights they have in relation to that use.  No further use of images is expected other than stated, and any other uses would be subject to the consent of the pupils/parents.





			Likely impact





			· What are the possible impacts of the processing on people?


· Will individuals lose any control over the use of their personal data?


· What is the likelihood and severity of any potential impact?


· Are some people likely to object to the processing or find it intrusive?


· Would you be happy to explain the processing to individuals?


· Can you adopt any safeguards to minimise the impact?





			As the initial use was based on consent there are few impacts on retaining the images under our Legitimate Interests as the data was provided by the data subject with full understanding of how the images were to be used and retained.





			


Can you offer individuals an opt-out? 





			


No











			Making the decision











This is where you use your answers to Parts 1, 2 and 3 to decide whether or not you can apply the legitimate interests basis.





			 


Can you rely on legitimate interests for this processing? 





			


Yes 





			


Do you have any comments to justify your answer? (optional)





This processing is unlikely to have any negative impact on individuals as the data was collected with consent and with full understanding of how the data would be used.  Whilst the pupil attends the school consent can be withdrawn, however for pupils no longer at the school, who can no longer be easily contacted, it is necessary to rely on legitimate interests.





For images of historical interest it would be in the public interest for those images to be retained in perpetuity as a record of the event.











			LIA completed by


			Lauri Almond - DPO





			Date 


			01 February 2019











What’s next?





Keep a record of this LIA, and keep it under review.


Do a DPIA if necessary.


Include details of your purposes and lawful basis for processing in your privacy information, including an outline of your legitimate interests.





LIA template
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Delivery of the curriculum and pastoral care



We use personal information, for example:

· Names and address

· Contact details

· Date of birth

· Education attainment

· Emergency contacts

· Family relationships

· General case information.



We also use some special category personal information, for example:

· Health information

· Ethnicity

· Religion.



This information is provided by parent/carers, the local authority and any previous education settings and is used in order to meet our statutory education duties.



The school is the Data Controller for this information.



This information may be shared in order to provide our education service.  Please note we only share information required for that particular purpose and then only the minimum required.  We may share information with:

· Central & Local Government, 

· Health Providers

· Other Education Providers

· Regulatory Bodies, e.g. Ofsted, The Information Commissioners Office.

This information will be held for 25 years from the date of birth of the student.  When a pupil changes school, this record will go with them and will not be retained by the previous school, other than to meet statutory returns.



Our school management system is provided under contract and they act as data processors for this information.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure the systems you use to manage pupil data are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Managing employment 



We are required to maintain employee records for our staff.  The type of information used in these records includes:

· Name and contact details

· Date of Birth

· Financial details

· Vetting information

· Pensions and payroll data

· References

· Performance data



The records also contain special category personal information, for example:

· Ethnicity

· Religion

· Health information

· Trade Union Membership



This information is generally provided by you, and sometimes it is provided by others, such as:

· Previous employers 

· DBS service

· Occupational Health providers



The school is the data controller for this information.  Data processors support this activity through the provision of systems.  The legal basis we rely on when using this personal information is our employment contract.  The legal basis we rely on for the special category personal data is Employment, Social Security and Social Protection, and Substantial Public Interest.



Sometimes we may share this personal information, for example with one or more of the following:

· Central and local government departments

· Health providers

· Other education providers

· Regulatory bodies

· Professional Associations

· Disclosure and Barring service

· Insurance providers



This information will be retained for a minimum of 7 years from the end of the employment contract.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your provider’s systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Managing School Governors



To enable our School Governor to support our school we use personal information, for example:

· Name and contact details

· Declarations of interest

· Vetting information

· Digital images

· Behaviours 



We are required by law to collect and use this information and our legal basis for using the personal information is our Legal Obligation.  Our legal basis for using special category personal information is Substantial Public Interest.



We sometimes need to share some information, for example with:

· Central or local government departments

· Other education  providers

· Regulatory Bodies



The information we use will be retained until the Governor ceases to work with the school, plus one year.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 below.
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Managing volunteers



We sometimes have volunteers who come in to support our school activities.  We are required to collect some information about them, for example:

· Name and contact details

· Vetting information

· Relationship information



Our legal basis for collecting and using this information is consent, but where we collect vetting information this is on the basis of our Legal Obligation.  Where we are using your information with your consent you can withdraw your consent at any time by contacting the school.



We will keep your information whilst you are volunteering at the school, and retain for one year after your last support activity.



We also use personal information to:

· help investigate any worries or complaints you have about your/your child’s education;

· keep track of spending;

· check the quality of education delivery; and

· to help with research and planning of new education initiatives.

No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Online payments



We use limited personal data about Pupils and Parents/ Guardians with online payment providers to manage payments to the school.  The personal information used for this purpose is likely to include:

· Child’s name

· Child’s identifiers (class, year, UPN)

· Dietary needs (where relevant)

· Medical needs (where relevant)

· Parent’s names and contact details



This information is shared with our online payments provider who works for us under contract.  The school is the data controller and the online payment provider is the data processor.  Our legal basis for using personal data for this purpose is that it is a task in the public interest.



The information will be retained in line with our statutory pupil record.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your provider’s systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Biometric use



We use biometric data to provide cashless payment for school meals and manage library accounts.  The information we use is identifying code based on a scan of a fingerprint, with student name, school year, and class name.  A fingerprint scan will be checked against available funds in the payment account to enable the purchase of school meals, and a deduction will be made from payment accounts.  Additionally fingerprint scans will record booking out and checking in of library items updating the library system.

  

This information is shared with our system provider who works for us under contract.  The school is the data controller.  Our legal basis for using personal data for this purpose is explicit consent.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  



This information will be deleted when the pupil leaves the school, or when consent to use it is withdrawn.



No personal information is routinely available outside of the UK.  Should a transfer of personal information be necessary we will only do so where it is permitted by law and where appropriate safeguards are in place.	Comment by lauri.almond: Ensure your provider’s systems are not hosted outside the UK.  If they are you will need to amend this section to reflect that.  Please seek advice from IGS if needed.



For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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Publishing pupils’ coursework



We may wish to celebrate the achievements of pupils and promote the School through publishing of coursework.  When this is the case we will seek the consent of the parent/carer, or where pupils are aged 12 or above, from the pupil themselves.  As we are relying on your consent you can withdraw consent at any time by contacting the school.  Every effort will be made to delete the images, but please note that where consent has been provided for the publication of images, the school may not be able to locate and delete the image on request, although reasonable steps will be taken to do so.



Where consent has been provided for the use of images, and the pupil has left the school, we will rely on legitimate interests as our legal basis when retaining digital images for archiving purposes.



The personal information likely to be used in this activity is:

· Student Name

· School Year

· Class name 

· Digital images  or personally identifying data in other formats



The school is the Data Controller for this information.  The information might be shared with:

· Social Media applications 

· School website providers



No coursework is routinely available outside of the UK.  However, where digital images are used on social media, in publications, or on our website we cannot restrict the access to such images to the UK.



[bookmark: _GoBack]For information about your rights in relation to this use of your personal information please see section 5 of our overarching privacy notice.
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[bookmark: _GoBack]Data Protection Policy Statement

This policy sets out how we will protect personal data, special category data and criminal convictions personal data.

It meets the requirement at paragraph 1 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for the purposes of performing or exercising obligations or rights which are imposed or conferred by law on the controller or the data subject in connection with employment, social security or social protection.

It also meets the requirement at paragraph 5 of Schedule 1 to the Data Protection Act 2018 that an appropriate policy document be in place where the processing of special category personal data is necessary for reasons of substantial public interest. The specific conditions under which data may be processed for reasons of substantial public interest are set out at paragraphs 6 to 28 of Schedule 1 to the Data Protection Act 2018.

Principle 1 – Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals.

We ensure that processing is fair by providing detailed privacy notices to individuals whose personal data is being processed.  All individuals are advised of their right to contact the Data Protection Officer with any queries regarding the processing of their personal data.  We will only process personal data fairly, and will not mislead individuals about how their data may be used.

Principle 2 - Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

We meet this obligation by explaining through our privacy notices which legal basis we are relying on when processing personal data.  We will only use the data for the purposes for which it was collected unless we advise individuals, prior to any additional use, of our intentions and the rights they have in relation to any further use.

Principle 3 – Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed

We meet this obligation by only collecting what is required for a particular purpose, and ensuring that we have sufficient relevant information for that purpose.

Principle 4 – Personal data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay

We meet this obligation by ensure that personal data is accurate, and kept up to date where necessary. We will take particular care to do this where our use of the personal data has a significant impact on individuals.

Principle 5 – Personal data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals

We meet this obligation by ensuring that personal data is managed in line with our retention schedule, and either deleted or completely anonymised when it is no longer necessary for us to use it.  The period for which we retain personal data is explained in each privacy notice relevant to that service.

Principle 6 – Personal data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures

We meet this obligation by ensuring that our technical and organisational controls.  Our organisational controls include: 

· Appropriate roles and responsibilities including a Data Protection Officer and Senior Information Risk Owner

· Robust policies and procedures which are regularly reviewed

· Regularly training our staff in their data protection responsibilities

· Ensuring our processing activities are transparent and secure, including

· Records of Processing Activities

· Data Protection Impact Assessments

· Contractual Controls to govern the use of personal data by our suppliers

· Physical security controls including

· Restricted access to physical storage of sensitive personal data

· Visitor management

· Security breach management

Our Technical Controls include:

· Firewalls, anti-malware and patching

· Disaster Recovery and Business Continuity arrangements

· Role based access controls to personal data

· Password management

· Sending email securely 

Principle 7 - The controller shall be responsible for, and be able to demonstrate, compliance with the principles

We meet this obligation by maintaining Records of Processing Activities which are available on demand to the Information Commissioner.  We routinely carry out Data Protection Impact Assessments for any processing of special categories of data or where there is a high risk to individuals’ privacy.  We have appointed a Data Protection Officer and have defined policy and process to manage the exercising of data subjects’ rights.

For further information about how we process personal data please see our online privacy notices on our website or contact our Data Protection Officer. 
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Your Data Protection Rights

1. Introduction



The General Data Protection Regulations provide you with legal rights over the personal data our school holds about you and your child. This guide will explain your rights and help you to use them. 

You do not need to know details about which right applies in which case in order to make a request; it’s our responsibility to understand how to handle a request you make.

Your personal data rights are:



We are committed to helping you to exercise your rights through:

· Keeping our guidance simple

· Making it readily available

· Responding to a request from you:

· In writing: by means of your choice wherever practical. If you email us, we’ll respond by email unless you ask us to do something different

· Verbally: if you wish, providing we have proof of ID

· Promptly: and no longer than a month after receiving it. If your request is particularly large and complicated, we are allowed to extend the deadline by up to 2 months. If we need to do this we’ll let you know within a month and explain why.

· In plain English: avoiding legal terms where possible, but explaining them where we need to use them 



How will you know that a request about me has come from me?

We won’t change, delete or share any of your information without being satisfied that it is you who has asked for this (unless the law allows us to). Where we have doubts about a requestor’s identity, we will ask for proof of ID and won’t go ahead unless we’ve received this and are satisfied that you are identified.







Are you allowed to charge me for a request, or refuse it?

You should not have to pay us when you’re exercising your rights; however, the law does allow us to charge you a reasonable fee if your request is unreasonable or is a repeat of something we’ve already done for you. In these cases we may be allowed to refuse your request rather than charge. If we plan to charge or to refuse your request, we will let you know and explain why we believe the law lets us do this. 

There are other reasons in the law which may mean we cannot do what you ask us to do with your personal data. We have explained these under each of your ‘Rights’ in this guide. 



What if I’m not happy with your response to my request?

We’ll always do our best to do what you ask with the personal data we hold about you or your child, however, the law places a responsibility on the school to balance your rights against the rights of other people who may be affected and against the legal powers of other organisations. It may not always be the case that your rights are strongest in every situation. We’ll always explain our reasons and will gladly take another look at our decision if you want challenge it. 

If you still feel that we haven’t done what we should then you have the right to complain to the Information Commissioner (ICO). Please see the ICO’s contact details at the end of this guide.



Limiting your Rights

The law allows for the UK Government to make certain decisions which could result in Data Protection rights being reduced to some extent. However, the law requires that any restrictions of this kind must still be in line with your basic human rights and must be what is expected of rules applying to a democratic country. 

The Government may decide to limit the rights for reasons such as national security, preventing crime, investigating certain professional conduct cases etc. We have to take these decisions into account when considering requests from you to exercise your rights.


1. Your Right to be Informed



It is important that you know what happens to your personal data whilst we hold it. The law requires us to be honest and open with you about these details and we do this through publishing a number of Privacy Notices on our website; one covering each of the main uses we make of your data.

These Notices are available for you to read and understand so that you know what to expect us to do with your data; either before you share it with us, or where it is given to the school from another organisation that holds it.

We have taken care to explain the details on the Notices in simple language but we would be grateful for any feedback on this to help us with our commitment to review and improve the guidance we give you.



Here are the main things we need to tell you about what we do with your personal data: 

· Who we are: School name, the name of our Data Protection Officer and their contact details.

· A description of the type of data we collect about you/ your child

· The reasons why we need this data

· An explanation of how the law allows us to hold and use your data

· Who we might share the data with (either because they provide a service on our behalf or they need it for their own purposes and the law allows this)

· Whether your data may be sent to or stored in a country that is outside the European Economic Area (EEA)

· When will we no longer need your data and how soon after this we’ll delete it

· Which of your rights you are able to use, including the right to withdraw your consent (if this is what allows us to hold your data)

· How to complain to the Information Commissioner’s Office (ICO)

· Where we got your data from (if you didn’t give it to us yourself)

· Whether we use your data to make automated-decisions or to do profiling



We will make sure the right Privacy Notice is available to you:

· At the time you share your data with us

· When it has been shared with us by another organisation:

· No later than a month 

· The first time we contact you, or sooner

· Before or when we share it with someone else 



See our Website for a list of published Privacy Notices

Click here for more information (ICO Website)




2. Your Right to Access your Information



The personal data we hold about you and your child is still yours. You have the right to ask us for access to the data to satisfy you that our use of your data is lawful. Unless the law prevents us from doing so, we must give you:

· Confirmation that we hold your data

· An explanation of what that data is

· Access to your information

· Confirmation of which Privacy Notice(s) explain why we have your data and what we do with it



When dealing with your request we will:

· Let you know what additional information we may need to identify you

· If a request has been made by someone on your behalf, ensure that they have your permission 

· Confirm how you would like to receive your information

· Help you to make your wishes clearer if your request is not clear about the information you want.

· The information you receive is information you are entitled to under the law – having considered your rights against the rights of others whose information may be included within documents relating to you, and any other legal reason which may prevent us from sharing data.

· Let you know within a month at the latest about any expected delay, for example if your request is complex, about any fee that the law allows us to charge, or explain any reason we may have to refuse your request. 



Click here for more information (ICO Website)



Please note: There is an additional “right of access” to your Child’s ‘Pupil Record’ – as defined in the Education (Pupil Information) (England) Regulations 2005.  The timescale for responding to such requests is fifteen days from receipt of the request (excluding the summer holiday). This right is not affected by GDPR.






3. Your Right to have your Data ‘Rectified’



The school has a legal responsibility to make sure the data we hold about you and your child is accurate and complete. Where we are made aware that we may hold inaccurate or misleading data about you we must ‘rectify’ it (change it).  

Where you may have moved to a new address, changed contact details or even changed a surname; these are simple changes to make. However, there may be more complex cases where you disagree with an opinion we have recorded about your child’s progress for example, and you may decide to ask us to change this. In some cases the law allows us to refuse to make changes to the personal data we hold and the professional opinion of a qualified teacher is an example where we may decline to fulfil a change request.  

Any request to change your personal data will be fairly considered and if where having reviewed a contentious record we feel it is inaccurate then we will make changes. 

If we do refuse to make changes we will always:

· Explain to you in writing the reasons why we are refusing your request

· Consider adding a statement of your opinion to the record to reflect that there has been a challenge to our professional judgement.



Click here for more information (ICO Website)




4. Your Right to be Forgotten



Right to erasure (‘right to be forgotten’)

The right to Erasure, known as the right to be forgotten, is where you can ask us to consider deleting information that we hold about you or your child. 

We will already have explained to you through our Privacy Notices how long we intend to hold your personal data before we delete it, however you still have the right to challenge us to delete your data at any time.



You can expect your request for deleting your personal data to be successful if:

· It is no longer ‘necessary’ for us to keep the data for the purpose stated on the relevant Privacy Notice

· We’re holding and using the data based only on your consent, and you have decided to withdraw this consent

· We’re holding and using the data for our ‘legitimate interests’. You may decide to object to this, and we can’t give a reason for keeping it that outweighs your decision.

· We’re holding and using the data to allow us to market goods and services to you and you ask us to stop.

· We have been holding and using your data unlawfully

· Deleting is required by law

· We’re using data about your child to support a chargeable online service  



The law has a number of reasons why we are allowed to refuse erasure requests, those that are most likely to apply to schools are where we’re holding or using your data:

· To comply with a legal requirement

· Where we are doing something in the public interest or acting within our role as a school

· To keep a historical record of the school’s activity for future generations

· Where we need it because it supports a legal case



When we agree to delete information about you, we will have procedures in place to let other organisations who we’ve shared your data with know, for example if we have contractors working on our behalf. Our decision to delete your data means that they should delete it also.

When we agree to delete information following your request, or routinely as part of our records management procedures, we will make sure that the data in whatever format is destroyed securely and cannot be reused, or it will be permanently changed so that it can no longer identify you or your child.



Click here for more information (ICO Website)


5. Your Right to Restrict the Processing of your Data



Should you have concerns about an aspect of what we do with your personal data, such as who we share it with or how we manage it, you have the right to ask us to stop doing it; so that we are still allowed to hold it, but we are ‘restricted’ in the ways we can use your data. 

Aside from storing your data, we can only continue to use it when it is under a restriction if:

· We have your consent

· It is to be used for a legal claim or case

· It is needed to support someone else’s rights

· We believe the use is in the public interest.



When use of data is restricted, this may mean we consider doing the following:

· Removing your data from one database or system and storing it in another in order to separate it from data which is still in use

· ‘Lock’ or ‘Protect’ a record containing your data to prevent staff from accessing and using it.

· Taking published data down from a website.

· Labelling the data to ensure that users are aware of the restriction



You can expect your request for restricting the use of your personal data to be successful if:

· You want our use of your data to stop whilst its accuracy is being reviewed

· The data had been used unlawfully and you opt for a restriction rather than request us to delete (erase) your data

· We don’t believe it is necessary for us to keep your data any longer, but you wish us to keep it for a potential legal case

· You have raised an ‘objection’ and we need time to consider whether your rights outweigh our potential claim that we have a legitimate need to keep using your data



As with other rights, the law allows us to refuse a request in certain circumstances. In this case we can refuse (or charge a reasonable fee) if we believe the request is unfounded or excessive. In such cases we will contact you and explain our decision, and let you know how to complain.

When we decide to lift any restriction on the use of your data, we must let you know about this in advance. We must let you know how this affects any related requests under your rights to ‘rectify’ and to ‘object’, and also let you know how to complain.



Click here for more information (ICO Website)


6. Your Right to Data Portability



The right to Data Portability gives you the means of asking an organisation to give your personal data to another organisation on your behalf, or back to you for you to give to another organisation – making your data ‘portable’, i.e. easily usable by another supplier of services to you. 

The law allows this right to apply in a very narrow set of circumstances which make it highly unlikely that it would apply to any data held by the school, but in brief the right applies when data you have provided:

· Is being held and used by us under your consent or supporting a contract, AND

· The use of the data is being carried by an automated process (i.e. staff are not involved in physically doing something with the data).



If this right did apply to your data, we would need to provide it in a format that was commonly in use, allowing the majority of software products to read and use the data in an automated way.



Click here for more information (ICO Website)




7. Your Right to Object to Data Processing



The law provides you with the right to ‘object’ to us holding and using your personal data but only in certain circumstances. Our Privacy Notices will let you know the ‘legal condition’ we are relying on to hold and use your data and they will also explain when you have the right to ‘object’. If we are relying on one of the following, then the right is available to you:

· Legitimate interests, or 

· Performance of a task in the public interest/ exercising our official authority (including profiling), or

· Scientific or Historical research and statistics



In order to exercise your right you must have an objection which is specific to your particular situation. You can’t therefore object to our general practices, you must be able to argue that there is something we are doing with your personal data that impacts you specifically. 

If this does apply, then we must stop doing what is causing you concern unless we can do one of the following:

· Show you that there are legitimate grounds for our actions and that these outweigh your rights

· Show that our actions with your personal data are necessary to support evidence for a legal case or claim



If we hold your data for direct marketing purposes then we must stop doing so when we receive your objection. We would have no grounds to challenge your decision.



Click here for more information (ICO Website)




8. Rights over Automated decision-making & Profiling



What do these terms mean?

Automated decision-making

This is making decisions about you or your child using your personal data through an automated process, i.e. a computer calculation with no human involvement.

Profiling

Using personal data to make decisions about categorising you or your child based on any number of characteristics

Where we do this we have to let you know about it on our Privacy Notices. These will explain the process we go through and what the potential consequences are of the decisions made

The law only allows us to do this kind of activity where decisions are made completely without the need of human help and the outcome of the decision can have a significant impact on an individual in the following circumstances:

· If we were evaluating you or your child as part of entering into a contract (i.e. to see whether someone meets the criteria to be eligible for a contractual service)

· If the law specifically allows it

· You have given us your recorded consent

And we can only use sensitive personal data if:

· We have your recorded consent, or

· We can claim that what we’re doing is important in the public interest

If what we’re doing isn’t completely automated and the decisions are not significant, then we don’t need to rely on these reasons, but we still need to let you know what we’re doing and explain how the law allows us to do it.

The law says that this type of activity has the potential for error that may have consequences, or has concerns that decisions are made in ways that aren’t transparent and are potentially unfair. You therefore have the right to:

· Challenge us over decisions we make in this way 

· Demand that a member of staff undertakes the process rather than a computer

· Make us aware of your opinions to support decision making

We must make sure that the systems we use to make such decisions are working as they should in order to avoid errors and to ensure we are fair, and we must take reasonable steps to keep your data secure within this process.

Any system we use to carry out this type of process will have been risk assessed and will have been approved by our Data Protection Officer as complying with the law.





Click here for more information (ICO Website)
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